Abstract-Classic Least Significant Bit (LSB) steganography technique is the most used technique to hide secret information in the least significant bit of the pixels in the stego-image. This paper proposed a technique by splitting the secret message into set of segments, that have same length (number of characters), and find the best LSBs of pixels in the stego-image that are matched to each segment. The main goal of this technique is to minimize the number of LSBs that are changed when substituting them with the bits of characters in the secret message. This will lead to decrease the distortion (noise) that is occurred in the pixels of the stego-image and as result increase the immunity of the stego-image against the visual attack. The experiment shows that the proposed technique gives good enhancement to the Classic Least Significant Bit (LSB) technique.
I. INTRODUCTION
Steganography is one of many techniques that are used to hide secret information to prevent any attackers to make damage in this information or use it in illegal form. Steganography can be defined as the technique used to embed data or other secret information inside some other object commonly referred to as cover, by changing its properties. The purpose of steganography is to set up a secret communication path between two parties such that any person in the middle cannot detect its existence; the attacker should not gain any information about the embedded data by simply looking at cover file or stego file. Steganography is the art of hiding information in ways that prevent the detection of hidden messages. Steganography, derived from Greek, literally means "covered writing." It includes a vast array of secret communications methods that conceal the message's very existence. These methods include invisible inks, microdots, character arrangement, digital signatures, covert channels, and spread spectrum [1, 2] .
The basic model of steganography uses a cover object (any object that can be used to hold secret information inside), the secret message (the secret information that is to be sent to some remote place secretly), a stego key that is used to encode the secret message to make its detection difficult and a steganography algorithm/technique (the procedure to hide secret message inside cover object). The outcome of the process is the stego object which is the object that has the secret message hidden inside. This stego object is sent to the receiver where receiver will get the secret data out from the stego image by applying decoding algorithm/technique [1] .
Recently, steganography is implemented by using digital media. Secret message is embedded inside digital cover media like text, images, audio, video or protocols depending upon the requirement and choice of the sender. Compared with the other types of steganography, the image steganography is most widely used. The reason behind the popularity of image steganography is the large amount of redundant information present in the images that can be easily altered to hide secret messages inside them, and because it can take advantage of the limited power of the human visual system (HVS). With the continued growth of strong graphics power in computer and the research being put into image based steganography, this field will continue to grow at a very rapid pace [1, 3, 4, 5] .
Steganography has a wide range of applications. The major application of steganography is for secret data communication. Covert channels in TCP/IP involve masking identification information in the TCP/IP headers to hide the true identity of one or more systems. Cryptography is also used for the same purpose but steganography is more widely used technique as it hides the existence of secret data. Another application of steganography is feature tagging. Captions, annotations, time stamps, and other descriptive elements can be embedded inside an image, such as the names of individuals in a photo or locations in a map [1, 2, 5, 6] .
Steganography can be also used to combine explanatory information with an image (like doctor's notes accompanying an X-ray). Steganography is used by some modern printers, including HP and Xerox brand color laser printers. Tiny yellow dots are added to each page. The dots are barely visible and contain encoded printer serial numbers, as well as date and time stamps. The application list of image steganography is very long [1, 6] .
The Steganography technique is the perfect supplement for encryption that allows a user to hide large amounts of information within an image. Thus, it is often used in conjunction with cryptography so that the information is doubly protected; first it is encrypted and then hidden so that an adversary has to first find the hidden information before decryption take place [7, 8, 9, 10, 26(11) ]. The problem with cryptography is that the encrypted message is obvious. This means that anyone who observes an encrypted message in 58 | P a g e www.ijacsa.thesai.org transit can reasonably assume that the sender of the message does not want it to be read by casual observers. This makes it possible to deduce the valuable information. Thus, if the sensitive information will be transmitted over unsecured channel such as the internet, steganography technique can be used to provide an additional protection on a secret message [2] .
A good technique of image steganography aims at three aspects. First one is capacity (the maximum data that can be stored inside cover image). Second one is the imperceptibility (the visual quality of stego-image after data hiding) and the last is robustness [7] .
The idea in this paper is that when substitute the LSB of the pixels (in the stego-image) with the bits of all characters (in the secret message) as one segment, this will result a large number of changes that are happen in LSB of pixels. It is normally come from the truth that it is rarely find a best match between very long sequence of bits of all characters in the secret message and the LSB of the pixels in the stego-image. A message segmentation LSB was proposed in this paper to overcome this problem by splitting the secret message into set of segments of same length (same number of characters). And try to find the best match between the bits of the characters in each segment and the LSB of different sequences of pixels in the stego-image. When the proposed technique split the long secret message into number of small segments, this will lead to increase the probability of finding best matching between the bits of the characters in the secret message and the LSB of the pixels in the stego-image. The best match between bits will decrease the number of LSB of the pixels that are changed when replace the bits of characters in the secret message in it. As a result of that, the distortion/noise that will appear in the pixels of the stego-image will be decrease and the immunity of the stego-image against the attack by human visual system (HVS) becomes strong.
II. RELATED WORKS When hiding information inside images usually Least
Significant Bit (LSB) method is used. In the LSB method the 8th bit of every byte of the carrier file is substituted by one bit of every bit of the secret information [12] . The LSB method usually does not increase the file size, but depending on the size of the information that is to be hidden inside the file, the file can become noticeably distorted.
Ross J. Anderson and Fabien A.P. Petitcolas argued that every steganographic approach will have its limitations; they proposed an information theoretic approach using Shannon's theory for perfect secrecy [13] . In the methods that are proposed by H. Motameni and his colleague's one can embed at the dark corners of an image [14] . One can also embed the secret information in frequency domain by using Discrete Wavelet Transform method [15] . In this method the embedding should be done at high frequency coefficients. P. Mohan Kumar and D. Roopa suggested that one can apply block matching procedure to search the highest similarity block for each block of the secret image and embed in LSBs of the cover image [16] . Mohammed A.F. AlHusainy employed different strategy in image steganography art by mapping the pixels of image to English letters and special characters [17] . Lisa M Marvel and Charles G Boncelet proposed to hide at the inherent noise places [18] . Ran-Zan Wang and Yeh-shun Chen also did the two way block matching for image in image steganography [19] . But this approach is suspicious to the hackers. Xinpeng Zhang and his colleagues proposed an approach called "multibit assignment steganography for palette images", in which each gregarious color that possesses close neighboring color in the palette is exploited to represent several secret bits [20] . In reference [21] authors have discussed a double substitution algorithm for encrypting at sender and decrypting at receiver and the embedding process was at 7th and 8th bit positions alternatively. In [22] an image steganography with palette based images is suggested. The method is based on a palette modification scheme, which can iteratively embed one message bit into each pixel in a palette based image. In each iteration, both the cost of removing an entry color in a palette and the benefit of generating a new one to replace it are calculated. If the maximal benefit exceeds the minimal cost, an entry color is replaced. It is found that the fundamental statistics of natural images are altered by the hidden nonnatural information [23] . But if we do not touch the bytes those carry the image features and embed in the other bytes then the problem can be solved. As LSB embedding is very common, many steganalysis tools are available for it [24] . So LSB embedding is no more secured now-a-days. So, new embedding techniques are to be welcomed to the steganographic world. Due to the large number of steganographic tools available over the internet, a particular threat exists when criminals use steganography to conceal their activities with in digital images in cyber space. Reference [25] presents two JPEG steganographic methods using Quantization Index Modulation (QIM) in the Discrete Cosine Transform (DCT) domain. The two methods approximately preserve the histogram of quantized DCT coefficients, aiming at secure steganography against histogram-based attacks. Sukhpreet Kaur and Sumeet Kaur in [26] developed a technique for hiding text using image steganography that use 7 bits per pixel as a full capacity of the cover image to hide data and still no visual changes in the stego image.
III. CLASSIC-LSB IMAGE STEGANOGRAPHY TECHNIQUE
The Least Significant Bit (LSB) steganography technique works by representing each character (byte) of the secret message as a set of 8-bits (where 1 byte  8 bits). And then hide/replace the bits of the characters in the least significant bit of the pixels in the stego-image. If the secret message has n characters, then LSB technique need at least (n*8) pixels in the stego-image to hid the bits of the n characters.
By substitute the LSB of each pixel in the stego-image with one bit (from the 8-bits) of each character in the secret message, the substitution operation will cause some distortion/noise in the stego-image. By using Human Visual System (HVS), the attackers may doubt that the stego-image contain a secret information in it. In general, whenever the length of the secret message (number of characters) is long, then the noise in the stego-image probably will increase as a result. This will make restriction to hide a very long message in a small stego-image. Therefore, we will tend to choose a short message to hide it in a large stego-image to minimize the noise that is happen in the pixels of the stego-image and to put aside www.ijacsa.thesai.org the doubt about containing the stego-image any secret information.
Also, when an attacker success know that the stego-image contains a secret message, it is easy to get this message by recompose the secret message from the LSB of the pixels in the stego-image.
IV. THE PROPOSED LSB IMAGE STEGANOGRAPHY TECHNIQUE
The message segmentation LSB technique is suggested here to enhance the performance of the Classic-LSB technique by supporting it through three strong points:
 Decrease the distortion/noise that will be appearing in the pixels of the stego-image.
 Increase the capability of hiding very long secret message in a small stego-image.
 Increase the immunity of the stego-image against the attacks of Human Visual System (HVS).
In the following paragraphs, the detail explanation of the operations that are doing in the proposed technique will be given. Two definitions used in this technique for secret message and stego-image are listed below:
A secret message is an English message might be contains alphabetic letters ('a'…'z') or numbers ('0'…'9') or any special symbols like: ('space character', '.', ',', '(', ')').
A stego-image, for the purpose of testing, a candidate image to be used in this work is a bitmap images (.bmp) type. In general, each file of type (.bmp) is consisting of a header part which is containing much information like (Width and Height of the image, number Palette, number of bits for each pixel) followed by the data of the bitmap image pixels. The pixels of each image represent as a two dimensional list, but the proposed technique treat the pixels of the image as a one dimensional list of bytes, (where each byte has a value between (0…255)), by reading the bytes of the two dimensional image row by row and stores them as a one dimensional list.
Before listing the steps of the algorithm that describe the operations of the proposed technique, some data structures used in the algorithm are defined below: 1) MessageB: is a list that contains a binary representation (bits) of all characters in the secret message. The number of elements (size) of this list is (n*8), where n is the number of characters in the secret message.
2) ImageB: is a list of the Least Significant Bit (LSB) of all pixels in the stego-image. The number of elements (size) of this list is (m), where m is the size of the image and its equal (Width × Height × Palette).
3) SegmentLength: is a positive integer number between (2 … (n*8)/2) which represents the length of each segment (number of bits) in the SegmentList. 4) SegmentsList: is a list of segments that is created from the MessageB by splitting it to k segments, where k = (n*8) / SegmentLength. And each segment has number of bits equal SegmentLength. 5) SegmentIndex: is a list of indices, each index represents the first index of a sequence of bits in ImageB which have a best match with the bits for one of the segments in SegmentsList. We must note that there is no overlapping between the matched bits sequences in this technique.
Algorithm: // Hiding Operation
Step1: Calculate the TotalSize (in byte) that is required to store:
(1) Length of secret message (number of character) Step2: Reconstruct the segments of the secret message by using the extracted information in Step1.
Step3: Reassembling the all the segments that are constructed in Step2 to regenerate the characters of the secret message.
V. EXPERIMENTAL RESULTS AND DISCUSSION
The performance of the proposed Segmented-LSB image steganography technique has been tested by using both the Classic-LSB and the proposed LSB to hide some messages in different (.bmp) images and record the results to enable the reader to makes a good comparison, in the performance, between these two techniques. Table I shows the stego-images, of different sizes, that are used in the experiments. Table II summarizes the recorded results from the experiments using SegmentLength = 10.
To clarify the effect of SegmentLength on the performance of the proposed Segmented-LSB image steganography technique, different selected values of the SegmentLength used on the above experiments. The required programs to implement the Classic-LSB and the proposed LSB techniques written by using C++ programming language and executing them on a computer system are of 2.53GHz processor with 4.0 GB memory and Microsoft Windows 7 operating system.
From Table I , we note that the proposed LSB decrease the number of LSB that are changed in the stego-image when it compares with the Classic-LSB, this certainly enhance the SNR of the stego-image. The main challenge of the proposed LSB is the time of the hiding operation, but this comes from performing the exhaustive search to find the best matching between the bits in each segment with all non-overlapped bits sequences in the ImageB list.
When we see the three parts of Fig. 1 , we can note that the proposed LSB produce a stable performance when the SegmentLength change:
 When increase the SegmentLength the number of LSB that are changed will increase and vice versa. This is because when the SegmentLength be large the possibility of finding best match between bits becomes less.
 When increase the SegmentLength the SNR will decrease and vice versa. This is because the value of SNR of the stego-image is proportional with the number of LSB that are changed in the pixels of the stego-image.
 The time of the hiding operation of each image was increase/decrease with few changes. It stays suitable when the size of the stego-image is small, but it will be long when the size of the stego-image becomes large. This is because the search time for best matching becomes huge when we using a stego-image of large size. VI. CONCLUSION The idea to enhance the performance of the Classic-LSB image steganography technique was present in this paper. The message segmentation LSB image steganography technique was suggested here by splitting the long secret message into number of short segments. Then hide these short segments in different parts of the best matched LSB in the pixels of the stego-image. The main goal behind this suggested technique is to decrease the number of LSB that are changed of the pixels in the stego-image and as a result increase the immunity of the stego-image against the attack by human visual system (HVS). The recorded results from the experiments showed that the proposed LSB image steganography technique success in increase the security of the secret message that is hid in the stego-image by decreasing the number of LSB that are changed in the pixels of the stego-image.
The challenge point of the proposed LSB is in the long time of the hiding operation that is spend during the exhaustive search to find the best matching when using a large size stego-image. I n the next work, we will try to minimize the effect of this weak point on the performance of the proposed LSB. But in spite of this point, the Segmented-LSB still can be used instead of the Classic-LSB to satisfy more security for the secret message. 
